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Don•t let your IPVPN Service become a commodity! Add incremental value with Managed 
Branch Of� ce Security solutions from Juniper Networks.

IP-VPN services built on an MPLS backbone have proved tremendously successful and have 
grown rapidly over the last few years, but this growth is slowing. Some analysts predict 2006 
is the last year for signi� cant growth in these services and that means price pressure and 
customer churn as customers look for the •best deal• on their outsourced IP-VPN service.

By looking ahead of the curve and deploying application and end-point security service 
solutions from Juniper Networks, the service provider can add value to the IPVPN service and 
turn a challenge into an opportunity.

€ Increase revenue potential from differentiated IPVPN services

€ Maintain margin while reducing customer churn and price pressure 

€ Business case based on revenue-linked cost model

€ •Single box• solution with central provisioning and up-sell management

Increase revenue potential from differentiated IPVPN services
The Service Provider is able to leverage the existing IPVPN customer base and upsell security 
services that address the real needs of end customers, generating incremental revenue from 
existing services. 

The ability to offer a suit of security solutions in conjunction with the IPVPN service increases 
the value of the service offering to the end customer while differentiating the Service Provider 
from the competition. By using a combination of connectivity and security service features, 
the Service Provider can attract new customers and command premium price points as well 
as leveraging the installed IPVPN customer base.

Juniper security solutions for branch of� ce networks compliment the existing services and 
can be introduced as a series of incremental end customer purchase opportunities from a 
suite of service options.

Today, many IPVPN services offer basic connectivity to the end customer. This capability of 
•outsourcing the routing table• and offering more cost effective bandwidth services has proved 
very popular with end customers as evidenced by the rapid growth of this market. Juniper 
branch of� ce security solutions build on this trend by adding the following capabilities through 
the deployment of a single CPE device as an overlay to the connectivity service:

€ IPSec Data Encryption for Secure IPVPN

€ Business quality Stateful Firewall

€ AntiVirus, AntiSpyware and AntiPhishing

€ AntiSpam

€ URL � ltering

€ Deep Inspection/Intrusion Prevention

Maintains margin while reducing customer churn and price pressure
By creating a rich mix of services based on a single CPE device with low cost of ownership, 
the service provider can � ght against price pressure as IPVPN contracts approach renewal 
dates. Security services typically command higher margins and in combination with the 
connectivity services allow the service provider to maintain a premium price point and 
maximize margins.

Customers who buy two or more service elements are proven to be far less likely to churn 
at the time of contract renewal. As a result, selling both connectivity and security services in 
a bundled package with upgrade options not only retains customers and increases revenue 
streams, but also reduces the overall cost of sale associated with new customer acquisition. 

Business case based on revenue-linked cost model
It is important for any managed service to satisfy strict business case requirements before 
the service is developed and released. The business case for branch of� ce security services 
bene� ts from a cost model that is directly linked to sales revenues.
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To enable any of the services, the Service Provider would deploy a piece of security CPE in the 
form of a Juniper security appliance. This appliance would be deployed with the basic service 
features enabled.

Should the customer wish to enhance the overall service package through the purchase of 
additional options, eg. URL � ltering, these features are enabled centrally by the service provider 
through the application of a feature licence to the appliance. These feature licences are 
purchased independently of the appliance and so the Service Provider can link the investment in 
licences to customer demand, thus minimizing � nancial risk. 

By purchasing appliances and feature licences •just in time•, the Service provider also ensures 
maximum return on investment by minimizing inventory pending customer orders.

‘Single box’ solution with central provisioning and up-sell management
Juniper security appliances such as the Netscreen 5GT are installed at the customer branch of� ce 
and allow the service provider to offer security overlay services to the IPVPN service with depth of 
features and scaling performance. 

Because Juniper security appliances have embedded networking capabilities, they operate 
seamlessly with the network infrastructure and allow maximum integration � exibility to reduce 
operational and con� guration support overheads.

Interface options include DSL and Ethernet to allow connection directly to the WAN link or via and 
existing router/modem connection. 

LAN connection includes Ethernet and Wireless options with multiple security zones allowing the 
service provider to segment the LAN and provide service models based on multiple user types. 
For example, a retail outlet may be provided with a WORK zone for of� ce staff, a POS zone for 
transaction processing and back of� ce and a PUBLIC zone for public wireless internet. Each zone 
having strict security and QoS parameters.

Note: Juniper Networks has published this paper in order to publicize the capabilities and benefi ts of its products and services.  This 
paper is not intended to be relied upon as technical, business or legal advice and the implementation of services described may be 
complex; readers seeking to develop or implement services discussed in this paper or otherwise rely upon its contents should seek 
appropriate advice.

Secure Branch Offi ce Services
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All appliances are centrally managed through the Juniper Netscreen Security Manager (NSM) 
providing provisioning and con� guration management as well as reporting. IPSec secure VPNs 
can be overlayed on an MPLS  infrastructure service in mesh and partial mesh topologies 
automatically, and routing can be achieved through dynamic routing protocol support (not policy 
based) to ensure maximum � exibility, resiliency for the end customer and reduced installation 
and operational overhead for the provider.

Once installed, appliances can be upgraded remotely from NSM to provision incremental 
services. As customers purchase additional services such as Anti Virus, URL Filtering, Email 
Anti Spam and Deep Inspection/IPS, these services can be enabled in line with customer billing. 
Provisioning is achieved by installing feature licences onto the appliances through the NSM 
central management system.

End Customer Benefi ts

As more applications are centralised causing more and more sensitive and business critical 
application data to be carried over the wide area, end customers are increasingly aware of the 
need for increased levels of application security to protect this data and ensure continuing 
operation of key applications. For organizations with branch of� ces or retail locations to protect, 
achieving and maintaining this level of security can be challenging, especially with limited IT 
resources and knowledge.

By contracting with the network provider for incremental security services as part of an overall 
security policy, the end customer organization can be assured that they are deploying a branch-
wide security policy delivered to the level they require and independently maintained within an 
operational budget.

Increasing pressure on senior management to follow regulations and best practice guidelines 
governing the security of data being carried across their networks requires demonstrable actions 
to be taken to mitigate risk. Services such as those that may be delivered based on the Juniper 
secure branch of� ce security solutions demonstrate the implementation of special measures by 
the end customer to meet these regulatory and best practice guidelines.

At head of� ce locations or other locations requiring more sophisticated solutions, the 
provider can call on custom services (professional services, systems integration, resale etc) 
to complement the branch of� ce security service with central site security measures and 
implement these through the supply of Juniper Firewall/VPN systems, dedicated Intrusion 
Detection and Prevention (IDP) solutions, routing and other technologies.

By adding branch offi ce security services as an overlay to MPLS IPVPN connectivity services, 
Service Providers are able to maximise revenue from existing services, attract new revenue 
streams and ensure sustained margins and customer loyalty from their customer base.


